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(54) SYSTEM AND DEVICE FOR AUTHENTICATION AND STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a device and a 
system for authentication and a storage medium which 
can prevent data from illegally being copied to plural 
terminals by performing authentication processing using 
individual data of storage media when terminals are 
connected and identification data issued at the time of 
data transfer. 

SOLUTION: In the authentication system 1 wherein a PC 
2 and a WAP 3 are connected, the PC 2 issues a data ID 
at the time of data transfer and the PC 2 and WAP 3 




share a memory card ID characteristic of a memory card / _ ^ , \ ib 
of the WAP 3 and the issued data ID. When a connection — »-..|^ ' 



is made again, the PC 2 obtains the memory card ID and 
data ID from the WAP 3 and compares them with a 
registered memory card ID and a registered data ID to 
perform authentication. According to the authentication 
result, a transfer function for data is limited. 
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»jT-$»i=j:ygiiE<aia$?T-5ci:i=*y, sacoffl* 
BESS. &xssLVtm»im»-r^z.fsii>i,, 

mdi^&l PC2i:WAP3tA<JS«*4xfcBiE-> 
X-tA 1 l=fcl>-C. PC2l*-r— a'KSIKtx— ^ I D 
*a6?T LTWA P 3 (0 ^ y *— KBW© J« * y *— K 

I Dt^frLfcx— ^ I Dt$PC2ai/WAP3-e* 

^■rs. lig}S«-r*ISic. PcaiiwAPSA^&jt^ 



c 



<: 



P^ 



P306 



PCflQ»6OBM0K 



itriam 1 Rismzm^^T'-^ MiBSg^sic * y 
lay ^ 'J * - K(=#-e &*ifcai»l7'-* -cfcs c A: 

[E»«^5] fll«^l£e0!>BliEi/;^-rA(=fel^T. It 

em 2 oai^iiT^— Si i*a»r= * y a: s^a 

[IS3^:S6] @««>%1<0iSIBii7-$$«-r«IB1g|£f» 

itrEaasRAN&irriBSs i oaiaT*-* urfifi-r « 




^882 001-21 1 170 

sMoi^Mtmrnttitzmz, uiassi¥si=j:yea 

**i.fcmi CDllSiJ7'-5i2ii;m2roiag97^— ^iici-ar 
SSg3SA:<©BIIfliaSllfi-rSBII#St. ::<DBiiE^ 
SI=J:«BIi£^KI=JCCTS«E$n-ClN«jep|£^a>7— 

^ffiit « C ^ $^a^ -r ^BSESIS. 

im^mii ft^3S6SBeoBfiESSi=j3i^r. ttrs^ 
s. 

^:$^a<>:-r 'OBSESS. 

iz^r-^ ^ «2i-r sfc«><o 3 > tf A<ll^f :^ 
gij-r-5m2 ©aisfl-r— ^1 $sifT-r.6fc«>(»a >ea.-* 
title, ta&nffiixtzmzomsi'f—stitiite&m 

WIBSB3Slr-irfHm2 OSISUt'-^' t ttlztsm'r—^ & 
eSI-r * fci<)<0 3 > t; a— 5« *<||fT^fig;5: -^p y 5 A 3 

mwia>^^tmmts*itzmz^ smt*lXl^^m^<Dm 
m^f—^ s.if^ 2 ©ai»iT-5i r= J: -csssRi: ©be 

'^Aa— Kt. 

Mll-r * fci«>W 3 > t; a— 5« i^Hfi^'^^'S P y ^ A3 

**t:^P^f 7 A^tttt LfcC t *«at r«SB1S«E 
». 

[0001] 

[«S«©S-r-5eEffi»if] *«PI4, BII->Xt-A. b 
3e-$RI^C^=«!>0!>BliE*>X7A. BGESB. KU^Stt 

[0 0 0 2] 

[«E3lE0!)S^ffil 1£f!i£<):yMP3 (MPEG Audio Layer 3). 

tll@i«E*S/#Si:^P h3;u-e&4MPEG (Moving P 
ictureExperts Group) l=$^:h.&€S[1t%G6/^^ 




[0 0 0 3] Cfl)J:5'SMP3fiJSCro-?— $11*3.— +f<D 
PC (Personal Computer) 4^t>'f ^'•-y h<D#SI 

T -t? > a - K-r ■& C t IC J: y Ati C <k 

[0 0 0 4] i|i3l«:^^'ja)/hSpl»<b (*-K 

aE» (*-bri/ K^-::^, CD, md) in*>^<i&^A< 
ft<. J:y7K-$i:7;Hcffifflr«^i:36<Rll6i:'S:y. 
3|EWI=H:MPEG@I«I=7:*-— h**vfc7*— 

[0005] 

^sgx-^t -viiis^- li jg y is L 3 e- L f= y ssfe L 
fcy Lr^,#a3!l<s&■(bL'a:t^ci:A^e>, ^^^iEJSatr-** 
«yis**i«Rrffii±***«. -rjEc^a-fepcicsaufcW 
sgT^-^issaroBflfesai-sstae-Lfcy, i^- 

[0 0 0 6] ^oroJig^sg^Lfct 

BaE«!iS*<f5c:i:I=*y. ffi»«)«l5R'v©-5*-*©^ 

[O O O 7] 

[0 0 0 8] SKcOSEegi*, S£Slx-5i (WjL 

3c«g3R (eHjltf, HH=*-rPC2) ^©feSlTcfis 

^y*-K I D) s%-r«m2roiHiUK«: @ 
3ic5i-r>*y*-K3 5) sitiifc^ftaig* (caii 

tf. B 1 1=*-rw A P 3 ) 4:*^&<C«BSi'X-rA (C! 



2001—211170 

-*«)ig3iKi=aifT**t«»2<DKaiT— * («ijttf. 
I D) ttticsg-r^s&^s mxit. 02 

|::5^-rcPU2 1 , iBmJitt:2 6) StriSeSlft^* 

^iijss^uf=fsi=. w(D^2i5&tig^oitrsBmi 

2©M9It*-^i i:ltrEe«^a(=J: yfi»**fCl^«a 

1 ai;m2roSI»j7^-5fi:$Ji:RL. -SicLTl^.5*>S 
]!i><0SiiE«iS$ll1f-r«Sii£#S @2(=^-r 
CPU21, B5(DP03. B60DP3 O 1 ~P30 
2) t, fiFfHSiiE^ei=J3l+SggEeSI=r6i:fc«iS* 

nfT-r-sfflSfflffli^s («7iif, 0i(=5i-rcpu2 
1, H6i;*-rp3 03~P3 0 6) ti®^, itiee 

*«trfEm2roiEitjei(*(:iS#iit?ierz> iiri2Ss<T**tfc 

jltf. H3l=a?rcPU3 1 ) *llSjl-5-A:*^«i:r 

-s. 

[0 0 0 91 ca>il«®1 i2e<3C>gIiE->X^AI*, SSI 

S2l7*— SfAtS^ji^^v-Stttfz. @*ro^l(OSI»J 
S^f ■5m2©f51ijS«:$«ixfce2l5fe4g*i:*^ 

esi5tag5K'^«si-r«s5i=f(rfasi rost»jT— S'^ijs 

2 rolH^t^®»:(^S#at^[el::|irfBS§^T$*^fcm 2 roSESd 

ro^sijT?-^» titffiss^sc- J: ygei*J^Tt^i)^ i 

aO:m2©gl»l7*-5»i:$ltSL. -aUTL^*A^gA^ 

■5. 

[0 0 10] ^tzmtmm 6 tzmomm&mii. mmom 

1 o)iisij7^-5» (ey^is, Ki D) ^m-r^ 
ffiffifflti* («jL(i. H3i=*-r/^y*-K3 5) 

(«5jttf. Hi ic5t-rwAP3) f--?— di^e 
s-rsBUSS (w^i*. Hi(c5i-rpc2) -e&o 
T. «uiBiS*r=7^-$ *e2i-r«i5i=. e2i-r«x-4" 

Sm»J-r-5ffi2<DBES«7^-^» (WK-tf, T^-^i I D) $ 
«!Tr4«ff¥^IS (Wjttf. H2l=*rcPU2 1) 

itrE4S**>&«triB»i roaisi'T— S'*ai»Lrs« 
-r-stttic, iiJf^«£ff¥Sl=.fcyf!^T**tfcm2CDal 

Mi^S (Willi, H2lz^-rCPU2 1, IE1iJ««:2 

7^-^* *ssi-r-5e3i¥® (.mxii. 02i=5^-rcpu 

2 1. I/FSP2 7) i:, S:Mommtmmititzm 
i=, f(rffias¥«t=j:yee**ifc»i ©91897*-* & 
t;m 2 ©ts»i7— * ic J: -3 T K«e3i( ^ mmummimfr 



■r«BiiE#a (Wittf. H2f=«rCPU2 1 :HSro 
P03. |g6fl>P301~P302) ^OBH^S 

eaiSME-TiSiffii^s (ftiAtf, ia2i3Si-rcpu2 

1 :BI6(0P303~P306) ittjiit^t^l^ 

[0 0 1 ^^^.m>lii^6^siow^mmwzJ:int. mmo 

SIRS LXSet-r-S title. ltrlEflfT*JKfcm 2(0^1 

fa«s*irfiri2m 2 ©iigOT'-^f i: 1 4, 1=15127=— * « 
»$4tfc» 1 ©ai»iT-^ atfs 2 ©awT*-* 1= * o 

TMt83^ta>Sli£«!iS$ll{TL, Sii£@SI=£i:-CSSI 
[0 0 12] UfcA«oT, lfi[*3B1fBK<0BSE?/XTA 

«i3a*iifT-r « c t *<T?#«a)-eBBE©m«tt*<iRiJi-*- 
5FjE«3 bf-s i» c* 3 ir j|fT«gwr'& i 

[0 0 1 3] Cw-Cf&«:a2lEa©SEI«roj:5(=s if* 

ca)4£33l5=-5» 1=112 Lfcuax— Si ©itrse 

JtffiS^S (0<iLlf, H6a>P3 0 4. P3 05. P3 

0 6) ${ijlTL>i)Ci:A<*-S!iT?fc*. 

[0 0 14] S*:S2l5K©SIWI=<k*ttf. ^JhffiS^ 

mtm^mm^mzistfi>sMt^ss:t~siticx. mnns. 
[00 1 5] $yhii:^^3iBma>%pa><):?i=. mm^ 

1 EtE©BliE*>XxAlzfctxTf51Bm2a>ffi1t«l*tt. 

y. i5E@%<Dmi rosisijT'— tirEy^'j*— K 

[0 0 16] *fclS*«4*fcl*7Ea©fll8©«fc5l= 




^^2 0 0 1-2 1 1 170 

[0 0 1 7] 11*^4 *fc(*7E®ro«e«l=J:*tli. ^ 
■5. 

[OO 1 8] lf«:e5Em$f=li8Ett(0%qQ(D 

J: -5 (=. It*« 1 Ee<»BSE*>X7^ A*fcliii*S 6 E 

a«)BgEgMi=33t^r, i5ES2<DaiaT-^i*aai= 

[0 0 1 9] mntiis^tzitatinonmizAtiti, n 

»(= J: y m 2 oii»Jx— si SfE?T-r sro-cisawfflsR-e 
si»ix-^*<asLfcy. *fci*fiiffi#i=j: ygK«i= 

atSlT*— ^ *3kS Lie < l^©-CBE©<ifitt*lR)±tf* 

■5. 

[0 0 2 0] 

giiS';i^.-T-A 1 ©iijs<z>}BSi$gffli=itt?«-r-s. 
[002 1] lai i*Bfii->x^A 

1 ©ffiSlSfigSg^-ria-e&y. 02i*Bii->y5>7^Ai i= 

fcl+-5eSl7C«l5S(D-«-Cfc«/<— v±;u=i > tfi— * 

fi|-Cft«'JX TW^:!-:^^— V3 (Wrlst Audio Pi 

ayer ; KIT. WA P 3 tW&) :?n 

[0 0 2 21 *95e9l='g|«>BIEvXxAl I*, itao)^ 

t LTH 1 lc5*-r«fiEi£*rBiIi'X7^Al Sitt?8-r 

a 1 J: 5 IzBiEi/X-T- A 1 14-x— ^ a)IS3l5c 

S5S-efc5PC2, 7=-^'©^SI5tSg3ST?*-SWAP3 
*^^r— ryjU 5 ai/lSlKT ^"<'?^>>l-4S^hU-Cffi«l* 

[0 0 2 3] PC2ii/\— K7*-f x^^nroESSeic, 
Ca jltf^aiT-^i ■^Iij«7=-5' *f=Ii^SlT— 

It. MP 3 (HPEG Audio Layerlll) l?<DBrSro5f— x 

Utt ^f-f-fl)T-j«— >a>li«, JPEG-¥> 

t&m m±m, em) tis^t;. 

[0 0 2 4] PC2B:WAP3i:ffia**l4fca2-r« 

BEflia (06#l!§) ^||^T•r*. f PC2A^ 
feWA P 3 ^v-T^— ^1 *e2|-r *li#l=. WA P 3 I=^lt 
«.*t«EeJi«: (>^'J*-K3 5) <Dfi»lO!)S-^-Cfe 
«>^>J*— Kl DieaiLfc-r— $l=B^O!>-x— ^ I 



(5) 



200 1 -2 1 1 1 



Di:*P.C2<DlS1gfflE<t2 6rcS«-r*i:i:tl=, WA 

P3©>*'j*— K3 5i=tE«*-fr. y^y*— Kl 

DXIXt*— ^ I Di&PC2i:WAP3i:-e**LTj3 
<. ■?-UT:*l=PC2i:WAP3t*g«Lfci:#{=» 

i:WAP3H(DjK:&fijT*— ^^lESI^RrtlA: L» t^■r*^A^ 

yt/-te— i?*a*Lifcy. WAPsroy^'J*— K3 5 
*«o^<bUfcy. ^— 5'feSI:*rR)$ PC2^llA^&wAP 

[O0 2 5] WAP 3 I*, fiHAIi^Tf S'iJ'^ySfO!) 
• Rr«©#«(*iHej«(* (KIT. >*y*-K35tl^ 

[0026] J:aOJ» U *— K 3 S l=l4<i3S!l©»»IT 
-^»*<16S**tTfcy. c:4x$;<^y*-K I D (mi 
©gl»j7^— tl^^x, y=Ey*— K3 5I*PC 

SE^TS♦l■6■?-^« i d (m2©sisijx— a^) t,Eti**i 

S. T-^i I DttPC2l=J:yaai=J:-3r*fiE**t4 

[0 0 2 7] itriaii37*-5i(*. 
;i/-b--fX. 7T-f;uftfiEH. H^^ia. 4r-\rvf *77' 
-l';^«^(0ft7^-^«lz#|ffi•r*nSi!f^fJI^1ta■efcy. H 
4(=*-r I D3T AG-r— $«A<c*ticsa-r-s. 

[O028] *fc. Hi l=*-i-J:d(=, WAP3«:*(* 

as 3 A *«:gB 3 A<»^«spi=jyra L-csa*#tfc-st 

<0y;^ h/<> K3 B, 3 Bi:=S-y>t h/O K3 B, 3B 

<D5fe^i-iait&tiS8Ji^rfigi=me-r«A-y^7;u3c, 3 

C^]&^&«(de^«t«. WAP3$»tt: (B» 

(51*, y;?. K3 B, 3B*Sffl*ii-c^lrAf>^«> 
Mi=##(*it/«-y^;u3c. 3CS2e-r«. 
[00 2 9] :$:ft:a93 Aa>S3lzl*S^S|S3 3. XASV 

3 2 (^— K7|?^>3 2 a. -gfii@a57K5»i/3 2 b, :B 
5fegLf^/1?^«>3 2 o) 36<ai+e,*t, ;*:«:SB3 AOilflJ® 

i=i*-t4i-f*tM-ajasism3=f>^'$'SP3 D, -f-V7t^>ffi 

81=3 ^-^^ ^" S? 3 E A<<iSx. 

[0030] *fSi5aifjSg|=l4->^5'SP3DI*. PC2*^ 

AP2'^X*-r«A*ffi^ (ei/»A?L) S«S.Tl^ 

•5. ^331**1.57=^— ?I*J«^ y*— K3 5l=S^ji**t 
•5. -f-VJt^^SJSa^f.^^^rgpa El*, ^--^T^^lggiT^f 

(H5i«BS) *«8i-r«fc»oai*«s?--efey, -r 



7 O 

[0031] ffi«7'$tV^J':/h4ttPC2i:WAP3 

t^^i^-rs-f :?i-f xT?fcy. pc2aixwA 
p 3 K-caism-r 47^-51 «eai-r«. Huc^^-r*? 
y ryu^fci*/*^ ;u 5 lt p c 2 

$*-r«PC2i:«f«a^$lToT, PC2i:WAP3 
[003 2] lg«T5"y9=^>>h4l*WAP3«) 

e>${s*-cfey. ^(S-r<&isi*wA p 3 o^^tssit 

«aJ^^7^ffl3DI=Slt6*t«A*ffi?^ (ti/JfAn) 

l=ffi^T4f > h4C0e>$»ArS::i:l=:J:-3T 
WA P 3 (0:t:ft:SS 3 AClSPlc^lt &4i<&%^l£l%Sfi^ 

[0 0 3 3] «ICPC2©rt8P«flEI=Ot^TiftMr«. 

ia2l=5^-r*3t::. PC 21*, CPU (Central Proces 
sing Unit) 2 1, A*S»2 2, g3«aP2 3, RAM (R 
andom Access Memory) 2 4, IBIS^fi 25, W&Wff- 
2 6, au:i/FgS2 7(Cj:y«|fig**t, iE1iatfl:2 6 

=S-SPi*/^;^ 2 8 i=j:-3ris®**ir tx^, 

[0034] CPU21I*, A*fiP2 2^^hLrA** 
*,«Ji5i(=a-3t^T, SB«J«(*2 6 4^&BrSO:/P^f^ 
A ^ ^^tiJ L T R A M 2 4 0) 9 — ^ y 
L, a^:^D^^7AlzS'^<«-a«i3SSIIftL-CPC2 
«)*»*ai*Mfflir«. -Tft*?*, CPU2 1I*, ItfE 

L, •tro«iS^«*RAM2 4|z«tt-r-5ttlc. fiSi 

ai2 3i=a3j*-fr4. *f=, x*a52 2**LTA*s 

[0035] PC2A>&WAP3|C-r— $$feal 

1*-«R5, PC20CPU2 1 l4WAP3]6*&y^y* — 
K I D$St^L-CT:^y^r-'>3:^l-Sg-r5ttt, 

i=, T— ^ I D^fEff LTe2lr'ST;^^>7'-rT7'— 
7^— ^ I Dti: -cr-f— ^SWAP3'^ 

KSI-r*. *fcSSWAP3i:«jSI*4x*KJ-, CPU 

2 1 i*wAP3fflj(=eg**iTt^.g>>^ y*— K I D& 

tf-T— 41 I D*9l»L, PC2fl!II=SS^*lrt^'5J»^ 

-rs. 

[ 0 O 3 6 ] ^A:, C P U 2 1 l*ltrESI£ffiSOi6jer= 

I D36«t*l=-aLf=«'&l*BlifiE5!li:LT5!ll* 
fil©T?— ^l£2l«Wflgi:-rS (0 7 (A) #19) . * 



KL. ry-b— :?i&g3j-r4 (07 (B) #BB) . 

WAPS-^Ot'— ^OES (-*I61) ^PTtgi-r-S. * 
fc. jt^'J*— K I DA^-aL-?— ^ I D6t:F-a(Da 
l&tt, g^J»-<'-b-i?*a*r«i:i:*l=PC2Ax&a> 
T'-f l5ilA^pIt|-e&«A<WA P 3 :>1E2£-C* 
*L^J:5lz;f!l^glL. P C 2<Dg*SP2 3 Izli^^ 'J *— 
K3 5©Sffl'ltffild:S5iS*tJSt>J:5(c-r-S (07 
(C) #Ba) . PC2*^6WAP3'N-5*-5r$(E2|-r« 
Ji^ttWAP3<i(=IH1t**irt^«7'-5«?&>H*Ls ± 

[0 0 3 7] A*»2 2l*, »ff-^7=-5«*A*-r«f= 

jfTm^^?>-7't»x<Dfits<i^*cpu2 1 izttiA-rs. 

[0038] S^923i^, CRT (Cathode Ray Tub 

e) , LCD (Liquid Crystal Display) HlZj: Ulft^ 

c PU 2 1 A>&A***t«S3*-r— $"l=S-:5<<i 

[0O3 9] RAM2 4(i, JtS^+lfcTT^'J -5^— -> g 

[CO 4 0] ffi1tgS2 5tt. :^n<f5A4f>7'-^»l?A< 
^461211**1 -CL^-5f21SK«:2 6 ^:&LT*3y. C:rol2 
1gi£i4:2 6(d:iitftft. SL<ld:^aS«t: 
>^y-C•«fiE^*^Tt^«. crofBeiK(*2 6l*f5ltgM 
2 5 (=@Sn(rl£ltf=^0», € L < liBB%S^(=SS-r 

^n^f^Aa^;as->;^^Al=«^B•r*«■a7•:^y'^^— 

[004 1] i-iS:t>*>. fBtt!««:2 tUt&Zfn^ 
5A««tt-r*:'o^^5A»aM«2 6 a. >^y*- 

K I DA<S£|$:h.«J('EyA-K I D««i^«2 6 b, 

^fiELfcT— ^ I DA<SS**i-ST-5i I D»«ftfI«E2 
6 c, ^**tfcv;u^>T?-f T-?— ^irolljlT— 

Efi$*i«fiJgi-c-fc*iia-x-5'ft«ft«iJa2 6 d 33*0: 
x-f Tx— 5'fttt^ia2 6 e s%-r«. y^y*— Ki 

D»ttliJa2 6 bl=l4>^ y*— K I DA^— 3/£i+es 
■5. 

[00 4 2] *fc. C©fB1S«»2 6(=SB1t'r«:/Pi'" 
*«(4. •?-»-a«L<tt^S5*-y— /^^^ 
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Lr I /Ffii52 7*^&S«U•ClB^t■rS«l«(=LTt J: 

fc-y— A©|^1ijK^*■efc-^Tt,J:t^. itrE:/p 
A* a^iia«^©fi2IME«:*^ LT-y— /<-¥>^? V 

[0043] I /FfflJ2 714#1.®©PC. -y— y<» WA 
P3, «»BS*fcttPHS«fi:^r-::f;i.*ihL-C«« 
f «fc»©a*^^»-¥>, ^-tA (mod em : HOduIato 
r/DEModulator) . 9 — a±Jl^7iff^ (TA:Tennina 

1 Adapter) , $t:l4WA P 3t|(D«S^^— 

*fcl±iie•c^l•s?«sl^:a^-ri.fc^^)<D*^J^»^^T5o 
[0044] ^^Ai*iiisiHie*^L-cpc^®nss« 
Si«)aii*iT5fc«>i=. CPU2 1 i=j:>>rffla**t 

p^^<i#r=^i@L. miiIai«$:ft-urA***ifc 
T:^p^f^i•^^Ti^^»;ni#l-^g^■r■5se•T?a&y. 

«>•< — :7x-rX=& I SDNIZjyjSf 'S-O^f — 7l 

K*rta5ic'tt?si«iH]Ks?A^p.mfiE**i.Tfcy. cpu 

2 1 *^&a)fi*(cJ:y0rSSJSa<D5^^«$9l3fe-r*, 
3tU-C, •€-«>a3fe«filSafHi^i:LTCPU2 1 izta 

[00 4 5] ?fe(=WAP3a>l*^gp«fiEt-PL^■CKIS•r 

E3lc*fJ:5l=. WAP3ttCPU3 1, 
32. aa^fi833. RAM34. >^y*— K35, "x 
a— ^''3 6, D/AI3 4t 3 7. m'^Oitt&Sa^ 

I/Fa53 9. ®Jfe4 0, ai;^ti-tt»S54 1 l=J:y« 

[0046] CPU31tt. A*SP3 2©^— KX'f ^ 
(=t5Cf=ffilff^^ffSilffll-r-5fc«>, WAP3<PS-8BSm 
[0 0 4 71 jUi^— Kl=33t^r. CPU3 1(4PC2 

sa^. j'^y*-Kfl)«o)aft^ro«i3s$iT5. * 

.fcPC2i>&SjR**iST— **»«T*^;^>>h4 

L T P C 2 ®i-^2i<i-r 

[0 0 4 8] #36^— KI=fct^T. C P U 3 1 

3 2 ©ff^gft'-R* >3 2 c *^&A***t«s*Ji*r= 



a) 



LRAM3 4fz5teLT^^-r3>o f^St)*). &&n> 
7^3 — 5^3 eirfitxr RAMS 4fci2li*tLTC^*ffi-? 

-^^sa-^^bL. m^ittsitfz'f-j^ )u^mm^^o/ 

A3>/<— Sr 3 7rz33lxrD/AS^LT§3gai*SS3 

8*^&al**•^4o *fccpu3 1 i*s^*a>ffla)ii® 
7^-^$a^sp3 siraq^rSo gfccpu3itts± 

[0 0 4 9] §lSl^-KlCfcl^T^— K;f:$>3 

[ O O 5 O ] Ktt^— KlCfcL>T C P U 3 1 ttfipfttf^ 

SP4 1 (c^3l^Ttt^S;^^§^r^•x-^(cs•:5l^r. mm 
srts^s-frfcy. A*a^3 2*^bA**4^sgmc^5 

[005 1] Kfttt^aj4 1 itmmm&SL(Dm§im^^ 

[0 0 5 2] RAM3 4li. S^-f i) 7^^' 

ffirSBv;u^^7^-f TT— 4ia>*&. war 
[0053] y^y*— K3 sirfi. co^^y*— K 

^y*— K I Dtt«ft«Ja3 5 a. ±mLfz^-^ I DA^ 

mm^f-^^^miAs 5 c^5J:l;pc2*^^,^s*i^/c 
*tt««a3 5 d*^-r«o c<z)-7;uf^y 7^-f tt^— * 

So H4tty^y:^-KfclBlS**tfcSag7^-5^<D:7:f 
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[0054] B4|C^-rj:5fC. >^y*— K35[Zf± 

>*y*-Ki D&i;^7^;nt« (>^y*-K3 53&< 

MIC I 0 3T AGT'-^t^ebom^f-^ 
ttm»i^*ti>o I DSTAGT^-^li^ftStDlia-r 

-f ;u-ti--rXj . rj i t I e J . Fa r t i s 

t (»^«) J . Fa I b um J . Ty 

ear (^) J ^ rcomment 
TGe n r e j ^A^S^SFti-So I D3T 

AG7^-^<Darca<ftx— S'li. *ffisicEiffi??-^<b 

[0 0 5 5] 7^=1—^3 61*. m&(DKtss^mt:^^x 
ff«»#<b**Lfc^;u^> 7^-f 77^—^ sa-^^b-rsfc 

i60a#<bIs]»lzJ:oT«fiE*#t-5o H^^t^--? fi-^S 
l*MP3a^SrcJ:y«^**t. ^-^^b^SlT^-^r* A 
AU (Audio Access Unit ; r -f ^j-S-^^fe) iZZ? 

Tlf»lzS-:5l^T59fra^^b-rSo ^cD«-y-:^/<> K'&rit 
LTL/R»StL. PCM (Pulse Code Modulation) 
ai^fi-^^t LTD/Azi>/<— 3 7lCtti:^rSo U« 
■r— ^fi-^SII*. W^fi J PEG (Joint Photographic 
Coding Experts Group) a^g-V>M P E GS-^SlCcfc 
y«^**L«o lB«T-4r«-^«lz.fcya^ft**vfcIii 

$^3 3(cS^$:h.So 

[0 0 5 6] D/A=l>/^— $ 3 7l*A***lSPCM 

[0 0 5 7] Wl^ttl*SP3 8l*-<-\'7fv>SJS=i:^>7^Sp 
3 E*^LT}tg|**lS-r-V7t^>Af>^v K7n>*fctt* 
»SP3 A|ri^a*4iS;^e-:^^lzJ:y«^$4x. D/ 

A=i>/^--$j 3 7*^t)A:^^F:^^-s§Sl^i^^i^i*■r«• 

[0058] l/FS39tt. ft«7*V^y>K4* 
^ LT P C 2 «t OraX'T^— ^eai-r */=i6(D-r — 

A?LI::ft 4^ ^ J* > h 4 icfS It & e >3E»<if A * 
*ltz^mXs PC 2ffi!l/»>t>e2l**lS7^-^-^^®«-^ 
*CPU3 1 ic^D^Ltcy. C PU3 1 ;6^t»^^i*$;^^S 

t"—^ ^mmy 4'v^>>h4*^LTPC2 ^esi-r 
[0 0 5 9] m7fe4ott. -w^tf y5^';?A>r:i->®7fe 
y. wAP3<D#fi5i3affi*ttJ&-r«o 

[OO6O] ^frlftf^^lftB^-rSo SSttSBE^^XT^A 
1 \zisifi> PC 2 BlXSwa p 3 PbIojT— ^ e2la)3£*i* 
i»e9-rs:7p— ^v— h-efcy. laeiiBEEi/XT^Ai 
icfcitsBliEflis$ift^-r€»:7n-^-v-h-efey. is 




7 1* p c 2 coa^ffl 2 3 ics^ * > -<> y >r 7 P ^ 

[006 1] cc-e. :i*tt>a):7n— hfciHSE* 

y RTffi* ^ P A 3 - KO) JKSIT? p C 2 (DiaeiK» 2 
eiz^ssAsnr^jy. c pu 2 i liccDr^p^^Azi— 

KlcL/cA^-Dtcfflffi&5S*II^T-r5o ^fc. CPU21 

iBSi««:2 6(Dte. -e2ljg(**^LTnei5tt$& 
*Hfc:^P^^^A/7^-^r$#iJMUTCa>SIJ£J^ffift^ 
OB^^SHfrf C tt t t?#i)o 

[0062] ^-riai lr^-rcfcaiCPC2<hWAP3it 
)&<SfiS 7 * ^ > > h 4 L TlSS * *Lr C ^ 

-r-Sc -tLrpc2fl!|-ett-x-*«2licii-r«T::^u^ 
-i/^>::^p^^A*l^tiie«:2 6A^&H^^^lJL. ra 

te-r«>o WAP3l*PC23^^^t.2l^i*tL€»«^lffl{i^^^# 

aLTl^S (;^7''y:^M1 ; No) « 
[0 0 6 3] pc2<st*t:^U^— i^a XDH^rHteJi 
5^3Ei<A***l*«t. CPU2 1(iI51t«t(*2 63&^t,#a 

7^— ^^Sl^ffl-r (X7^-:^:^poi) p czTgi^aj* 
2 3fcs^-r« (;^-T-y:^P0 2) o 

[00641 ml\:L7h't^mt:^-09-(7U^^ 00 

(D-«9T?fc4« ^-r^^'^-f rp<^i ooii^Effiacipciffl 

■X— 4ra^«Jl O 1. *fflf::WAP<ffl7=— 5ia^«Bl O 

2. -^-tDPairceasiTtt^^i o 3 a, i o 3 b. ly^Tt^^ 

>1 0 6. SSf7K$>1 07. lOai^bTtC^i > 1 0 83b<S 
^**l-&o *t=-t<DTffl(3l*TAG^^^S^iai O 

4. +-\'^i7^ftdE/a«^T-r=i>i 0 53b^a^**t 

-So 

[0 0 6 5] PCfiflx— ^S^SJl O 1 IZtt, PC2-r» 

WA PfillT^—^a^ffll 0 2lZli. WAP 3(D^=E 

KStK^^I 0 3 a, 1 O 3 b(*-^-*t-f*LPC2*> 
t>WA P 3 ^CDt^— ^ eS^, W A P 3 b P C 2 

0 6. SISr7t?^>1 0 7. tD^<b7tt^>1 0 8l±. -t+i 

-e*iWAP3<D7^-^»«Bdi»Lfcy. ESfLfcy. >^ 

-So 

[0 0 6 6] TAGt^— ^a^^flBl 0 4(rli. WAPfiJ 

1 D3 T AGt^— ^-^PCffla-r—^S^Wl O 2*^t>S 



2 0 0 1-211170 
[0 0 6 7] X-x'v::^P0 2T-lifBeJS^{*2 6;&Nt>'7;U 

pcfiOT^— ^rg^ffli o 1 fzs^-r^o ^©^B-eiiw 

APffl-r— ^a^tSl 0 2fzl4firt,S^L&l^ 
CPU2 1 l*SSE«&31$||^T"r^ (X7"->:^PO 3) c 
[O O 6 8] SEES&SOHfT^i. PC2^(DCPU2 1 

tt*a«9ffli«^*wAP3fflg^Sl<iL. wAPsiii-eii 

1 ; Y e s) . »Jffllrt§lcfi6or>^y K3 S'^-r 
2) o *LTSE^^£bLfc7^-^^Sai^»T{i-^*PC 

2«g^^^i-rSo *a$!]fflfi-^i::i*y^y*-K I ojt 

[0 0 6 9] gSEffiSIZOt>rH6S#EiUTS^ia-r 

So pc2i*y^g*— K I D&tfT^— 41 I DOSE^aa 

LS*m#^WAP3<ffl^3l{iL. WAP3fflOA^&2Hi 
^*Lfc>^y K I DXtfT^— $r I D$RAM24IC 

[00 7 0] CPU2 1 ttx^'y:^po 1 (cfcixra^ 
ajLfcPC2floicss*ttri^s>^y*-K 1 D<t. 

W A P 3 *> tiSli^tt L R A M 2 4 |C5t«* tfC > ^ 
y*-K I Dt*itR-rS« M#A<-aLTU4xtf (X 
^vZfP3 O 1 ; Y e s) . fill^TX7"!y :^P O 1 izfc 
l^TK«^aiLfcPC2ffl!llzeg**VTt^S7^— 51 I D 
WAP33b^ib^^ffiLRAM2 4(C$t^;^:h.Tl^S 

(X7^'V:^P3 0 2 ; Ye s) . BEEffia^-TS (H5 
<DXir-;:/P04 ; Y e s) o 

[007 1] suApjom-titPczmtwAPsmt 

>1 O 3 bi'^'^T.X^^ y -^^f-Si: PC2I*WAP3 
IzWUTHSx— ^(3:>SI^H3L5*«#*ai«L. WA 
P 3 li^jKd-^IZjS C-O,^ y K 3 5 (cSS1S3F*iT 
t^-5 I D 3 TAGt"— ^*>t>ffi-r— ^(D^f-r h;U. :77 

«3|-ri»o PC2I4H7 (A) iz^rcfe5fc. WAP 3 
3b^t,eal*^^fcPST-^$>-<>^-<TPy^ OQO 

wApmy'—^&^m^ o2(rs**-frSo 

[0 0 7 2] A*SP2 2A^e>A***t-5S«^g* 




Yes) . wAP3'>.s*iLfc77-f;ua>T— 
•ti, T-^ ^msk-tim. c p u 2 1 ttaa*«fe l 

[007 3] WAP3<ilT?l4PC2A^6sHi**l57^— 
'f-^&lf'r-^ I D) 'J*-K3 SI=S#ii 

[00 7 4] mMi&Mlztsi-^XPCZiMtWAPSlS&t 

y*— K I DA<-au-ct^«i^s^. mxitwA 

P3|zgfJS<J!»^'J*-K3 5A<»A**vfcttli-CPC 

2 tmmtixtzm-^'^ti^tmtsi^wA p 3 *<p c 2 

»«*tlfcJi^l=l* (a6a)Xx^/:?P3 O 1 : N 
o) , H7 (B) I=:a%r«fc5t=. :^^>if^7o^^ o 
OIZ r>^ij:ti— Kl Di<S•^Tt^*■r. y^'J*— K 
*«)«^bUT<fc-$L%J i:t^5S^J'"-'-b— iJl 09a 
H^ic tyesj . tnoj . rCANC 
ELj ©J:3I=, *H«<b-r4A^5A^*jBtR-r-B»H*>* 

[0 0 7 5] Ty ESJ 36^S«**t-Si: (Xt"-^ 

:^P3 03;Yes). C P U 2 1 ttWA P 3 <0>^ »J 
\^ 3 5 i^mit-r^fzib. WAP3<ffllz>^U* — 
KtOS3^bll*m^*^m-r'5>o WAP3TI*>^'J*- 

KtDSs^b^^<i#^ sm-r-g) *t > ^ 'J K 3 5 i^m 
itri>o p c 2 <u-rf liSfa^ ^ y K I D *M8fse 
LT (X7^->:^P3 0 4) . mmmm^mT^io 

[0 0 7 6] H6a)X-T*;/::^P 3 O 3(c33tNT 

tnoj A<a«;**L. ^^u*-K3 5^*D»!<tL^f:l^ 

(Xt"*:/:^? 3 o 3 ; no) . wa P3t^^(Dv^ 

-^eai^^RTi: .a^ffl2 3CDWA POST— ^ta^ 

ffi3i 0 2ictt>^>j*— K3 5a)iBiarts*a^-B-ri= 

(0 7 (B) . PC2@l7'— ^^^fill O 1 IZP 

C 2fiO(DlHiIffl^{*2 6 l3|Hii**tTt^-5T;U^pt T 

7^- ^ 0) :7 7 ;u« *~MS^ L r g|Efii3i T -r ^ 
(ig5a>XT-'>::^po 4 ; No->x-rv::^PO 7) • 
[00 7 7] 0 6tc^-rgiiE42i^l::fet^r. >^U^ — 

rv>''P3 0 1 : Ye s-^Xir •> :f P 3 O 2 ; No) . 05 
?Lit. 1ga(DPC2lw;$:T::^U^->'a>$^>x I — 
;ULT«-PC2fZ^-(DJ^^U*— K I DSSM^LTfc 

p c 2 T'«aa)w A p 3 (zi^-^i seal Lfcig^tt 
^ttwA p 3 mt^^o'r-^ um^mnb^ tm&<o p c 

2 Ot^-^ * W A P 3 S^ L TS&B-r « C * -5 cfc 

fc«r>. ife(DPC2i:ffifi|**tf=ISIcSiiEteS^«ai!:-r 

So 

[007 8] "tLT. mi (C) (z5^-rJ:3f3. > -<> 
y-f70^1 0 0(C Ti?— ^ I D3&<a-DTt^*-rc PC 
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-K-T-^<DPC^<DeSlfi-e#*1±A/. J i:L^3S^ 
>^-tr— i?1 09b$S^-ri>o ■tLTPC2«^bW 

AP3«j^a)-^iRi7^— ^!ESi(D^*Rrsfei:'rSo wa 

P3(D>^U*— K3 5A^€> I D3 TAG-t— **<DlS 
i^i^pStL. WAP<l7^— ^S^ffll 0 2rcliy^U 
K3 5<DEtlrtS*S^L&tV PC2i»^&WAP 

3'V7^-^i S«2l*rsi5«:c P u 2 1 liita**^ LT 
I DS^riEU EgSfift2 6lzSfi-r-6^i:tlc 
WA P 3{|gizeS LreS LfcT^-5» cS: t fzy ^ ij * 

[00 7 9] fei±KMLfcJ:5fc. *SIJfia)}^tia)BiiE 

PC2i:WAP3^A<^g|$*vT-7;U^ 
^T^-rT-x— ^»*eS-rSli^l3. PC2liWAP3|Z 

si+e>4x4>^y K3 5ii*ra»^ u*— K i 

LTj3<o WAP3l*te2IS*tfc-7;U5^>T^-f Tx-* 

So 

[00 8 0] PC2IZWAP3SWfi»fil*-e-S^. P 
C2ffl3-ei*^-r-^^U*~ K I D^BSEL. 2fet^T-7^— 

[OOB 1 ] t* fi:t>^. >^U*— K I Dau:-r-4» I 
D ^ 4i ic-a L ttBHricai <hLTPC2i:WA 
P3Fa<Z)5R*fR)T^-^resi«W«8i:-r«o PC 
2ttWAP3ill*^e>^^U*— K3 5l=E«**tTt^S 

' OWAPfflO^^— ^rS^ffll 0 2|ca^-rS (H7 (A) 
#Ig) . 

[0082l^fr. >^«J:^-K 1 DA^:^-ai:fe-5Ji 
ligT^(7) / ^ U :^ - K 3 5 tm\ •^tifzi.cotmm, 

L. s^92 3(cs^<?« -^-b— i^i o 9 a^a^^-rs 

(H7 (B) #BS) • *LTA*Jg5^(cjei:T>t^'J* 
-K3 B^^D^^bL. »rffi<D>^U:^-K I D*PC2 

iiaicsM^Lfcs^ico^. wAP3'>^co7^— $a>es$ 

[0 0 8 3] ^fz. >^'J:^- K I Dt^-SLLT"—^ I 
D *^:i^-a(7)^^!* P C 2 *x b 0^--$? KSA^pTt^-C fe 
SA^WA P 3*^80)7^— ^eaUi^Bf it U PC2(DW 
APffllf^— ^a^tffll 0 2lZf*^^iJ*-KlClSlt**t 

7 (C) #^) o PC2A^bT-$rK3l*^T5«^l*W 
A P 3 Of—^ \z±m^^^o 

[00 8 4] L/r^^oT. «5fe(^±SS^-rSi:^lw^ 
-^'teSI^CDig* (WAP 3) (C|6ltt»*tSIH1II«i* 
(->«^«J*-K3 5) ICH:&CDK»J7^-^ O^'J*- 
Kl D) *teSI5£a3K2fl!IlcS»LTj3*. 7^-^R2l 




^lc«fT*3h,*«B5S-C^t**it€.ai9lx-^' (.'f-^ I 
D) .i:l5IB>^'J*— K I Z> t^mi^X^U-KM^m^ 

T-*0!>»» (^JEae-) *l»±Tf#«. #I=. fi» 
©PC 2izi3-roT:^'j^— i^a vs-f >x I — ;uLT 

D (D^$eSE-r«Ji^l=li<& P C 2 lce»$tt« y u 
*— Kl D*±T3b*?-y-Cfel+«WAP3^^LT«8t 

ro p c 2 paT?-5r;uf=-y -x-f Tx— 5" ^ ^©r 4 c i: 

*SEI«<OSiiE*>X-rA 1 lc J:*v««- P C 2 "PSE 
ff**l«T-* I D*<-t4l-fnS!Sy<ft©PC2l=«« 

^tSro-C. T-^i©«lliA<T?#«:<'EEy^iE3bf-£|» 

[0 0 8 5] ftJS. Jt2©IIJSa)J^in?l4BliEi/X7^A 
1 roRi§l7C«g5|5$PC2, e2l5fe^*$WAP3t Lfc 
c*i,|zESS*i,-5=tro-C(*nf<. ■MAtf, WAP- 
WAP|8I0!>7-^I£SI. WAF-»«3ii 

raoT'-^'esi, ««tiaffl3R-wAPiffla>^ 

[GO 8 6] *fc. PC2l4^»7iU^>5*-f77*— ^ 

«ci:ft<. m^ii y /FS2 7(D«yffliicj:y-f ^^i- 

lattSS 2 5 rtlcSg-r 4 J: 5 1= Lt t J: t^. 

[GO 8 7] ±aa)llJ£©J&ffi-ei*7^— ^ I DI4 

[0088] TVl/^^x-f Ttt— ^tLTMPS 

^JtliAAC (Advanced Audio Coding) -^ATRAC 
(Adaptive TRansform Acoustic Coding) 9$^fflLT 

fc t, OD T? fc -3 T t J: US 
[GO 8 91 *te. EEEJSSIzXBtfcS^j'v-b— :?© 

S*i*)#^x-5'S2lro«Ki>j§lflz-:JLN-C*, 

[00 90] 

[%IQ<DS!l%] 1 , 6. &l^9SBfia>fllQ(=<l:ti 
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[0 o 9 1 ] ^ts£.mzum.<j>9tmz^*i\t^ ^jhAis^ 

[0 0 9 2] S3«]S3SIE©%^l=J:4l,l£. SlJ^^lSB 

a©giiE->7.xAlcj3Ur|irfBm2©fEtl!«t*:|*, ItllB 
K2l5fe^5SI::S@$*t.S^^y*-K-ea5y, ltlS@=& 

©m 1 ©ai»jx-$ I*. itrsE> ^ y *- \^iznit^titz 
^ $m0a<)i=%ie L(= < < ss£©€«Ett$i^±.r •& ^ ^ 

[GO 93] l!l*«4*fcr*7EK©«IBrcJ:4ttf. W 

S§T— 5». iB«x— *fcli::*i.t.©-r-^«©ffl^-& 

[0 0 9 4] !i*]S5*fct*8fiS®©S!PlzJ:ix«. a 

»i=* y m 2 omsiT'-'? $S6?T-r s ©-e«a©S3K-e 

[B9i©1SmftKiil] 

[@1] 2»:3giE©^ffi©SliE*>::^7Al ©StefltfiE^^ 

[H2] BiiE*>;^7-Al l=fclt^es&7c^5S©-e9-Cfc 
V:*-;U3>lfa.— $t (PC) 2©SSS«l«**-r 

[B3] BiiE*>;^x/Kl (=fclt'6l5Slit«S5S©-e«-Cft 
h:*-- T?-<:*-:^U— V (WAP) 3©iia«^* 

[B4] y*— K3 5lZ|H11**l.fcWSIx— $i©x 

[H5] BBE*>;^T-A1 l=tel+«PC2&i;WAP3H 

[B6] BiiE'>X-xAl l=tel+4B|iEjaiS*§iB^-r-5>P 

[137] PC2©a5^Si52 slzSSStv-Sjt-f i/5f-f T 

pyi o o©s*0a-e&«. 
[^^©Kis] 

1 BE->Xt-A 

2 PC (/<- v±;ua > ti— $t ; e2l7c«i55S) 
2 1 CPU 

2 2 T^^ii 
2 3 

24 RAIVI 
2 5 fEISSS 
2 6 8S6filf( 



• 



(11) 
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PROBLEM TO BE SOLVED: To provide a device and a system 
for authentication and a storage medium which can prevent 
data from illegally being copied to plural terminals by performing 
authentication processing using individual data of storage media 
when terminals are connected and identification data issued at 
the time of data transfer. 

SOLUTION: In the authentication system 1 wherein a PC 2 and 
a WAP 3 are connected, the PC 2 issues a data ID at the time 
of data transfer and the PC 2 and WAP 3 share a memory card 

ID characteristic of a memory card of the WAP 3 and the issued 

data ID. When a connection is made again, the PC 2 obtains the ^ii^^ 
memory card ID and data ID from the WAP 3 and compares ??^r * . ^ 

them with a registered memory card ID and a registered data ID J^I^.,^ . 

to perform authentication. According to the authentication C- 
result, a transfer function for data is limited. 




LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner's decision of 

rejection] 

[Kind of final disposal of application other than the 

examiner's decision of rejection or application 

converted registration] 

[Date of final disposal for application] 

[Patent number] 

[Date of registration] 

[Number of appeal against examiner's decision of 
rejection] 

[Date of requesting appeal against examiner's 
decision of rejection] 



http://wwl9.ipdLncipi.gcop/PAl/result/detaiymain/wAAAP 4/15/2005 



JP,2001-21 1 170,A [CLAIMS] 



Page 1 of 2 




* NOTICES * 

JPO and NCXPX are not responsible for any 
damages caused by the use o£ this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



[Claim(s)] 

[Claim 1] While the transfer data transmitted from the 1st storage of the source terminal equipped with the 
1 st storage which has memorized transfer data, and this source terminal are written in It is the authentication 
system which consists of a destination terminal equipped with the 2nd storage which has the 1st discernment 
data of a proper. Said source terminal In case said transfer data are transmitted to said destination terminal, 
said 1st discernment data is acquired from said destination terminal. A registration means to register said 
this 1st acquired discernment data with the 2nd discernment data published at the time of said transfer data 
transfer, When it connects with said destination terminal again, said 1st [ the ] of this destination terminal, 
and the 2nd discernment data. An authentication means to compare the 1st and 2nd discernment data 
registered by said registration means, and to perform authentication processing in agreement. It has the 
processing control means which performs processing according to the authentication result in said 
authentication means. Said destination terminal The authentication system characterized by having a storage 
control means to memorize said 2nd published discernment data both in case the transfer data transmitted 
from said source terminal are written in said 2nd storage. 

[Claim 2] According to an authentication result [ in / on an authentication system according to claim 1 and / 
in said processing control means / said authentication means ], it is the authentication system characterized 
by having a prohibition processing means to process prohibition of the data transfer of the transfer data from 
said source terminal to said destination terminal, or prohibition of a display with said destination terminal of 
the associated data relevant to this transfer data. 

[Claim 3] in an authentication system according to claim 1, said 2nd storage is a memory card with which 
said destination terminal is equipped, and give the 1st discernment data of said proper to said memory card - 
- the authentication system characterized by being ****** discernment data. 

[Claim 4] It is the authentication system characterized by said transfer data being the combination of music 
data, image data, or these data in an authentication system according to claim 1 . 
[Claim 5] It is the authentication system characterized by generating said 2nd discernment data with a 
random number in an authentication system according to claim 1 . 

[Claim 6] An issue means to be authentication equipment which transmits data to the terminal equipped with 
the storage which has the 1st discernment data of a proper, and to publish the 2nd discernment data which 
identifies the data to transmit in case data are transmitted to said terminal, A registration means to relate the 
2nd discernment data published by said issue means with said data to transmit, and to register it while 
acquiring and registering said 1st discernment data from said terminal, A transfer means to transmit said 
data to said terminal with said 2nd discernment data. An authentication means to perform authentication 
processing with this terminal with the 1 st discernment data and the 2nd discernment data which were 
registered by said registration means when it connects with the terminal of arbitration. Authentication 
equipment characterized by having the control means which restricts data transfer with the terminal 
connected according to the authentication result by this authentication means. 

[Claim 7] It is authentication equipment characterized by said data to transmit being the combination of 

music data, image data, or these data in authentication equipment according to claim 6. 

[Claim 8] It is authentication equipment characterized by said issue means generating said 2nd discernment 

data with a random number in authentication equipment according to claim 6. 

[Claim 9] The program code which can perform the computer for being the storage which stored the 

program which can perform a computer and transmitting data to the terminal equipped with the storage 

which has the 1 st discenunent data of a proper, In case data are transmitted to said terminal, while acquiring 

and registering said 1st discernment data from the program code which can perform the computer for 

publishing the 2nd discernment data which identifies the data to transmit, and said terminal The program 
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code which can perform the computer for relating said 2nd published discernment data with said data to 
transmit, and registering it. The program code which can perform the computer for transmitting said data to 
said terminal with said 2nd discernment data, The program code which can perform the computer for 
performing authentication processing with this terminal with the 1st discernment data and the 2nd 
discernment data which are registered when it connects with the terminal of arbitration. The storage 
characterized by storing the program containing the program code which can perform flie computer for 
restricting data transfer with the terminal connected according to the authentication result. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to an authentication system, authentication equipment, and a 
storage, and relates to the authentication system for preventing the illegal copy of data in a detail, 
authentication equipment, and a storage. 
[0002] 

[Description of the Prior Art] There is a regenerative apparatus which reproduces the music data of an MP3 
(MPEG Audio Layer 3) format conventionally. MP3 is a format for excitation information record / playback 
included in MPEG (Moving PictureExperts Group) which is dynamic-image compression / elongation 
protocol, and can compress / elongate excitation information (music) more effectively by applying this. 
[0003] The data of such an MP3 format can be easily got by accessing the music distribution site of the 
Internet, and choosing and downloading the musical piece data to wish to have from a user's PC (Personed 
Computer). Moreover, it can connect with the music data vending machine installed in the convenience 
store, a data KIOSK terminal, etc., and desired musical piece data can also be downloaded. 
[0004] On the other hand, the formation of small portabiUty of semiconductor memory (card-izing) and the 
increment in storage capacity are progressing. The user who operates an above-mentioned regenerative 
apparatus does not need to walk around with a large-sized record medium (a cassette tape, CD, MD) like 
before by this, and it becomes possible to use it more portably, and it is expected that not only music but a 
dynamic image becomes refreshable, storing in semiconductor memory the data formatted into the MPEG 
image in the future, and carrying them. 
[0005] 

[Problem(s) to be Solved by the Invention] However, an unjust copy may be repeated from tone quality not 
deteriorating, even if it copies above-mentioned music data and above-mentioned image data repeatedly or 
reproduces. That is, the music data stored in PC will be copied to two or more regenerative apparatus many 
times, or it will also be able to make it comparatively easy to copy the same data to two or more storages 
many times, and to reproduce them. 

[0006] The technical problem of this invention is offering the authentication system which can prevent the 
illegal copy of the data to two or more terminals, authentication equipment, and a storage by performing 
authentication processing to the storage with which one terminal was equipped based on the discernment 
data published at the time of the discenmient data according to individual, and data transfer, when two 
terminals are connected. 
[0007] 

[Means for Solving the Problem] This invention is equipped with the following descriptions in order to 
attain such a technical problem. In addition, the configuration corresponding to the gestalt of operation is 
illustrated as one example by parenthesis writing during explanation of the means shown below. A sign etc. 
is a drawing reference mark mentioned later. 

[0008] The source terminal equipped with the 1st storage (for example, storage 26 shown in drawing 2 ) 
with which invention according to claim 1 has memorized transfer data (for example, multimedia data) (for 
example, PC2 shown in drawing 1 ), While the transfer data transmitted from the 1st storage of this soxirce 
terminal are written in The 2nd storage which has the 1st discernment data (for example, the memory card 
ID) of a proper The destination terminal equipped with (for example, the memory card 35 shown in drawing 
3 R> 3) It is the becoming authentication system (for example, authentication system 1 shown in drawing 
1 ). (For example, WAP3 shown in drawing„l ) from — said source terminal In case said transfer data are 
transmitted to said destination terminal, said 1st discernment data is acquired from said destination terminal. 
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Said this 1st acquired discernment data A registration means to register with the 2nd discernment data (for 
example, data ID) published at the time of said transfer data transfer (for example, CPU21 , the storage 26 
which are shown in drawing 2 ), When it connects with said destination terminal again, the 1st and 2nd 
discernment data registered by the said 1st [ of this destination terminal ] and 2nd discernment data and said 
registration means are compared. An authentication means to perform authentication processing in 
agreement (for example, P03 of CPU21 shown in drawing 2 , and drawing 5 , P301-P302 of drawing 6 ), It 
has the processing control means (for example, CPU21 shown in drawing 1 , P303-P306 which are shown in 
drawing 6 ) which performs processing according to the authentication result in said authentication means. 
Said destination terminal In case the transfer data transmitted from said source terminal are written in said 
2nd storage, it is characterized by having the storage control means (for example, CPU31 shown in drawing 
3 ) made to memorize with said 2nd published discernment data. 

[0009] While the transfer data transmitted from the 1st storage of the source terminal equipped with the 1st 
storage which has memorized transfer data, and this source terminal are written in, this authentication 
system according to claim 1 It consists of destination terminals equipped with the 2nd storage which has the 
1st discernment data of a proper. Said source terminal In case said transfer data are transmitted to said 
destination terminal, it registers with the 2nd discernment data which acquires said 1st discernment data 
from said destination terminal, and is published at the time of data transfer. Moreover, in case said 
destination terminal writes the transfer data transmitted from said source terminal in said 2nd storage, it 
makes said 2nd published discernment data both memorize. And at a source terminal, when each terminal is 
connected again, the 1st and 2nd discernment data registered by the said 1st [ of a destination terminal ] and 
2nd discernment data and said registration means are compared, authentication processing in agreement is 
performed, and processing according to an authentication result is performed. 

[0010] Authentication equipment according to claim 6 Moreover, tfie 1 st discernment data of a proper The 
terminal equipped with the storage (for example, memory card 35 shown in drawi ng 3 ) which has (for 
example, the memory card ID) The authentication equipment which transmits data to (for example, WAP3 
shown in drawing 1 ) An issue means to be (for example, PC2 shown in drawing _1 ), and to publish the 2nd 
discernment data (for example, data ID) which identifies the data to transmit in case data are transmitted to 
said terminal (for example, CPU21 shown in drawing 2 ), A registration means to relate the 2nd discernment 
data pubUshed by said issue means with said data to transmit, and to register it while acquiring and 
registering said 1 st discernment data from said terminal (for example, CPU21 , the storage 26 which are 
shown in drawing 2 ), A transfer means to transmit said data to said terminal with said 2nd discernment data 
(for example, CPU21 shown in drawing 2 , the I/F section 27), An authentication means to perform 
authentication processing with this terminal with the 1st discernment data and the 2nd discernment data 
which were registered by said registration means when it connects with the terminal of arbitration For 
example, P03 of CPU21; drawing 5 , and (P301-P302) of drawing 6 which are shown in drawing 2 , It is 
characterized by having the control means (for example, CPU21 shown in drawing 2 ; P303-P306 of 
drawmg 6 ) which restricts data transfer with the terminal connected according to the authentication result 
by this authentication means. 

[001 1] In case data are transmitted to the terminal equipped with the storage which has the 1st discernment 
data of a proper according to authentication equipment according to claim 6 The 2nd discernment data 
which identifies the data to transmit is published, while acquiring and registering said 1st discernment data 
from said terminal, said 2nd published discernment data is related with said data to transmit, and is 
registered, and said data are transmitted to said terminal with said 2nd discernment data. And when it 
connects with the terminal of arbitration, authentication processing with this terminal is performed with said 
1st discernment data and 2nd discernment data which were registered, and data transfer with the terminal 
coimected according to the authentication result is restricted. 

[0012] Therefore, since according to an authentication system according to claim 1 and authentication 
equipment according to claim 6 a destination terminal and a source terminal can share two discernment data 
at the time of data transfer and authentication processing can be performed based on these two discernment 
data, the dependability of authentication improves. Moreover, in [ authentication ] not succeeding, since 
processing according to an authentication result is performed, execution control of restricting data trmsfer to 
an one direction etc. can be carried out so that the imjust copy between terminals may be prevented. 
[0013] It sets to an authentication system according to claim 1 like invention according to claim 2 here. Said 
processing control means It responds to the authentication result in said authentication means. Prohibition of 
the data transfer of the transfer data from said source terminal to said destination terminal. It is effective to 
have a prohibition processing means (for example, P304, P305, P306 of drawing 6 ) to process either of the 
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prohibition of a display with said destination terminal of the associated data relevant to this transfer data. 
[0014] According to invention according to claim 2, since a prohibition processing means processes 
prohibition of the data transfer of the transfer data from said source terminal to said destination terminal, or 
prohibition of a display with said destination terminal of the associated data relevant to this transfer data 
according to the authentication result in said authentication means, it can eliminate the illegal copy and 
unjust use of data. 

[0015] moreover, invention according to claim 3 ~ like -- an authentication system according to claim 1 — 
setting ~ said 2nd storage ~ for example, it is the memory card with which said destination terminal is 
equipped, and give the 1st discernment data of said proper to said memory card — since it is ****** 
discernment data, the dependability of authentication can be improved that it is hard to change the 1st 
discernment data used for authentication intentionally. 

[0016] Moreover, as for said data to transmit, in an authentication system according to claim 1 or 
authentication equipment according to claim 6, it is effective like invention according to claim 4 or 7 that it 
is the combination of music data, image data, or these data. 

[0017] According to invention according to claim 4 or 7, the illegal copy about the data of the combination 
of music data, image data, or these data can be prevented, and the copyright generated to the above- 
mentioned data can be protected, 

[0018] Moreover, as for said 2nd discernment data, in an authentication system according to claim 1 or 
authentication equipment according to claim 6, being generated with a random nimiber is effective like 
invention claim 5 publication or given in eight. 

[0019] According to invention according to claim 5 or 8, since discernment data overlap at two or more 
terminals since the 2nd discernment data is published with a random number, or it is hard to change 
discernment data by the user intentionally, ttie dependability of authentication can be improved. 
[0020] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of the authentication system 1 which starts 
this invention with reference to drawing is explained to a detail. 

[0021] A configuration is explained first. Drawing 1 is drawing showing the general-view configuration of 
an authentication system 1 , drawi ng 2 is the block diagram showing the important section configuration of 
the personal computer 2 (hereafter referred to as PC2) which is an example of the source terminal in an 
authentication system 1, and draw ing 3 is the block diagram showing the important section configuration of 
the list audio player 3 (referred to as WAP3 below Wrist Audio Player;) which is an example of the 
destination terminal in an authentication system 1 . 

[0022] The authentication system 1 concerning this invention connects two or more terminals by the cable 
or wireless, and is applied to the system in which a data transfer is possible between each terminal. The 
gestalt of this operation explains the authentication system 1 which makes the configuration shown in 
dr awin g 1 as an example. As shown in drawing 1 , WAP3 which is PC2 and the end of a data transfer tip 
whose authentication system 1 is a data transfer former terminal is connected through the cable 5 and the 
connection attachment 4. 

[0023] PC2 has memorized the data (it is hereafter called multimedia data.) which combined for example, 
music data, image data or music data, and image data with stores, such as a hard disk. Music data are data 
by which compression coding was carried out by predetermined audio coding methods, such as MP3 
(MPEG Audio Layerlll). Moreover, the natural drawing (a still picture, animation) compressed and encoded 
by coding methods, such as a character image (pictures image) expressed by the dot pattern, its animation 
image, JPEG, and MPEG, is included in image data. 

[0024] PC2 performs authentication processing (refer to drawing 6 ) which will be later mentioned if it 
connects with WAP3. That is, when transmitting data to WAP3 from PC2, while registering the data ID of a 
proper into the memory card ID which is a mmiber according to individual of the storage (memory card 35) 
formed in WAP3, and the transmitted data at the storage 26 of PC2, the memory card 35 of WAP3 is also 
made to memorize, and a memory card ID and Data ED are shared between PC2 and WAP3. And when PC2 
and WAP3 are connected next, the mutual memory card ID and Data ID which it has are compared, 
respectively. If both are in agreement, bidirectional data transfer between PC2 and WAP3 will be made 
possible as an authentication success, the case where either is not in agreement — authentication ~ display a 
warning message on a display 23 as unsuccessful, the memory card 35 of WAP3 is initialized, or the 
direction of data transfer is restricted to the one direction from the PC2 side to the WAP3 side. 
[0025] WAP3 is the regenerative apparatus of the wrist watch mold equipped with the regenerative function 
which reproduces music and an image based on the multimedia data which formed the semi-conductor 
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storage (it is hereafter called a memory card 35.) of the small and portability which built in record media, 
such as a semi-conductor storage element of non-volatiles, such as a flash memory, fixed or removable, and 
were memorized by the memory card 35, or an arm wearing mold. 

[0026] The discernment data according to individual are set to the above-mentioned memory card 35, and 
this is called a memory card ID (1st discernment data). Moreover, the information (it is hereafter called 
associated data) relevant to multimedia data and this by which the memory card 35 was transmitted from 
PC2, and the data ID (2nd discernment data) published at the time of data transfer are memorized. Data ID 
are number data of 16 figures generated by PC2 with a random number, and are written in the free area of a 
data format (refer to drawin g 4 ). 

[0027] Said associated data is external additional information which accompanies music data, such as a 
music name, a singer name, a file size, a file creation day, playback time amount, and a character file name, 
and the ID3TAG data shown in drawing 4 R> 4 correspond to this. 

[0028] Moreover, as shown in drawing 1 , WAP3 consists of buckles 3C and 3C which it is prepared at the 
tip of the wristbands 3B and 3B of a pair, and each wristbands 3B and 3B countered and arranged in the rim 
section of body section 3 A and body section 3 A, and are coimected removable. In case the body (arm) is 
equipped with WAP3, Wristbands 3B and 3B are incurvated, it twists around a wrist or the brachium, and 
Buckles 3C and 3C are connected. 

[0029] A display 33 and the input section 32 (mode carbon button 32a, volimie control carbon button 32b, 
playback manual operation button 32c) are formed in the front face of body section 3 A, and the both-sides 
side of body section 3 A is equipped with external instrument connection connector area 3D and earphone 
connection connector area 3E, respectively. 

[0030] External instrument connection connector area 3D is equipped with the input terminal (pin insertion 
hole) which inputs into WAP2 the data transmitted through the coimection attachment 4 from PC2. The data 
transmitted are written in a memory card 35. Earphone connection connector area 3E is an output terminal 
for connecting an earphone coimection adapter (illustration abbreviation), and outputs music to the earphone 
and headphone (illustration abbreviation) which are coimected through an earphone connection adapter. 
[0031] The connection attachment 4 is an interface which connects PC2 and WAP3, and transmits the data 
transmitted and received between PC2 and WAP3. As shown in drawing 1 , serial, or PC2 and radio which 
may be connected with PC2 through the cable 5 of parallel, build in the radio ftmction using infrared 
radiation, electromagnetic induction, a feeble electric wave, etc., and have the same radio ftmction may be 
performed, and data transfer may be carried out between PC2 and WAP3, Moreover, it prepares for a fiiture 
interface escape and is good also as a thing which can switch change a use interface. 
[0032] Moreover, the connection attachment 4 is equipped with the pin for connecting with external 
instrument connection connector area 3D and the attachment-and-detachment type of WAP3, and in case it 
connects, it flows with the electronic-circuitry substrate formed in the interior of body section 3 A of WAP3 
by inserting the pin of the connection attachment 4 in the input terminal (pin insertion hole) prepared in 
external instrument connection connector area 3D of WAP3. 

[0033] Next, the internal configuration of PC2 is explained. As shown in drawing 2 , PC2 is constituted by 
CPU (Central Processing Unit)21, the input section 22, a display 23, RAM (Random Access Memory)24, 
storage 25, a storage 26, and the l/F section 27, and each part except a storage 26 is connected by the bus 28. 

[0034] Based on the directions inputted through the input section 22, CPU21 reads a predetermined program 
from a storage 26, and it carries out a temporary storage to the work-piece memory of RAM24, and it 
performs various processings based on the program concerned, and carries out centrahzed control of each 
part of PC2. that is, CPU21 performs various processings based on said read predetermined program, and 
stores the processing result in RAM24 — it is made to both display on a display 23 Moreover, said 
processing result is made to save through storage 25 at a storage 26 based on the directions inputted through 
the input section 22. 

[0035] Moreover, in case data are transmitted to WAP3 from PC2, CPU21 of PC2 is related with the 
associated data of the multimedia data which publish and transmit Data ID, and is memorized while 
acquiring a memory card ID from WAP3 and registering with application. And multimedia data are 
transmitted to WAP3 with the published data ID. Moreover, in case it connects with WAP3 again, CPU21 
acquires the memory card ID registered into the WAP3 side, and Data ID, and performs authentication 
processing as compared with the memory card ID registered into the PC2 side, and Data ID. 
[0036] Moreover, according to the result of said authentication processing, a data transfer ftmction is 
restricted or CPU21 is controlled to display a warning message. For example, when both the memory card 
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ID and the data ID are in agreement, bidirectional data transfer is made possible as an authentication success 
(refer to drawin g 7 (A)). Moreover, a memory card ED is inharmonious, it is recognized as that in which the 
new memory card 35 was inserted when Data ID were in agreement, and a warning message is displayed 
(refer to drawin g? (B)). Moreover, a memory card 35 is initialized according to input directions, and only 
when the new memory card ID is registered into the PC2 side, the data transfer (one direction) to WAP3 is 
made possible. Moreover, when Data ED are an inequality, although the data transfer from PC2 is possible 
while displaying a warning message, it controls to be xmable to carry out data transfer from WAP3, and the 
detailed information of a memory card 35 is made for a memory card ED to be in agreement, and not to be 
displayed on the display 23 of PC2 (refer to drawing 7 (C)). When you transmit data to WAP3 from PC2, 
suppose that the data memorized at the WAP3 side are eliminated and overwritten. 

[0037] The input section 22 outputs the depression signal of a key and the position signal of a mouse which 
were pushed to CPU21 including a keyboard and a mouse equipped with a cursor key, a figure input key, 
various function keys, etc. for inputting actuation and data. 

[0038] A display 23 is constituted by CRT (Cathode Ray Tube), LCD (Liquid Crystal Display), etc., 
generates the signal based on the indicative data inputted from CPU21, and performs various displays. 
[0039] RAM24 has the work-piece memory which carries out the temporary storage of the program storage 
area which develops the specified application program, input directions, the processing result, etc. 
[0040] The store 25 has the storage 26 with which a program, data, etc. are memorized beforehand, and this 
storage 26 consists of a magnetic and optical record mediimi or semiconductor memory. Storage 25 is 
equipped with this storage 26 free [ the thing prepared fixed or attachment and detachment ], and the data 
processed with the system program and the various application programs corresponding to the system 
concerned, the authentication processing program, the multimedia data, and each processing program of 
PC2 are memorized to this storage 26. 

[0041] That is, in a storage 26, it has multimedia data storage field 26e 26d of associated data storing fields 
and the transmitted multimedia data with which the associated data of program storage area 26a which 
stores said program, memory card ID storing field 26b by which a memory card ID is registered, data ID 
storing field 26c by which the generated data ID are registered, and the transmitted multimedia data is 
memorized, and which are a field are remembered to be. It is overwritten, in case only one memory card ID 
is registered into memory card ID storing field 26b and the new memory card ID is registered. Moreover, 
Data ED are matched with associated data and managed. 

[0042] Moreover, a program, data, etc. which are memorized to this storage 26 may make those part or all 
the configuration which receives and memorizes from the I/F section 27 through transmission media, such 
as a communication line, from other devices, such as a server and a client, and a storage 26 may be a storage 
of a server built on the network further. Furthermore, you may constitute so that said program may be 
transmitted to a server or a client through transmission media, such as a communication line, and it may 
install in these devices. 

[0043] The connector for connecting the I/F section 27 through PC, a server, WAP3, a cellular phone or 
external PHS, and an external cable, A modem (MODEM:MOdulator/DEModulator), A terminal adopter 
(TA:Terminal Adapter), Or it is constituted by the Radio Communications Department constituted using the 
infrared radiation for performing data communication, without minding the device and cable of WAP3 
grade, electromagnetic induction, a feeble electric wave, etc., and control for conmnmicating with an 
external instrument on radio is performed through the telephone line, an ISDN circuit, a radio network, etc. 
[0044] A modem is equipment which restores to the analog signal which modulated the digital data 
processed by CPU21 to the analog signal which was in the frequency band of the telephone line, and was 
inputted through the telephone line in order to perform the communication link with external instruments, 
such as PC, through the telephone line to a digital signal, and a terminal adopter is equipment which changes 
the existing interface into the interface corresponding to ISDN, in order to perform the communication link 
with external instruments, such as a personal computer, through an ISDN circuit. The infrared 
communications department consists of the light-emitting parts and light sensing portions which are not 
illustrated, and the light-emitting part consists of sending circuits which contain infrared diode inside, and 
emits Ught in the infrared radiation of predetermined frequency with the directions from CPU21 . A light 
sensing portion consists of receiving circuits which contain an infrared photo transistor inside, receives the 
infrared radiation which emitted light from other devices, and outputs it to CPU21 by making the light- 
receiving condition into an input signal. Moreover, it is constituted by an antenna, the 
modulation/demodulator circuit, etc. which receives an electric wave when using an electric wave. 
[0045] Next, the internal configuration of WAP3 is explained, it is shown in drawin g 3 ~ as — WAP3 — 
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CPU31, the input section 32, a display 33, RAM34, a memory card 35, a decoder 36, D/A converter 37, the 
voice output section 38, the I/F section 39, a cell 40, and a clock - a time check - it is constituted by the 
section 41, 

[0046] CPU3 1 carries out centralized control of each part of WAP3 in order to carry out execution control 
of the actuation according to the mode based on the key stroke signal supplied from mode switch 32a of the 
input section 32. 

[0047] In the communicate mode, CPU31 processes read-out of data, writing, initialization of a memory 
card, etc. according to the various control signals transmitted from PC2. Moreover, the data demanded from 
PC2 are transmitted to the PC2 side through the connection attachment 4. 

[0048] In music mode, CPU31 reads music data and its associated data of arbitration from the multimedia 
data memorized by the memory card 35 according to the playback directions inputted from playback manual 
operation button 32c of the input section 32, and seciwes and reproduces them to RAM34. That is, the music 
data memorized by RAM34 in the decoder 36 mentioned later are decrypted, D/A conversion of the 
decrypted digital music signal is carried out in D/A converter 37, and it is made to output from the music 
output section 38, Moreover, CPU31 displays the associated data of the music under playback on a display 
33. furthermore, CPU31 ~ directions of playback manual operation button 32c ~ responding ~ a 
reproductive halt — it fast forwards and rewinds. 

[0049] Moreover, if a playback mode is changed by actuation of mode carbon button 32a in music mode, 
mode playback according to the changed mode will be performed, "Sequential playback" which reproduces 
all music by a unit of 1 time in order to a playback mode, "shuffle playback" which reproduces music in 
random sequence, "Shuffle all-songs loop-formation playback" which repeats "it is the all-songs loop- 
formation playback one by one" and all the music which repeat all music in order and are reproduced in 
random sequence, and is reproduced. There are "one music loop-formation playback" which repeats one 
predetermined music and is reproduced, "PERT loop-formation playback" reproduced repeatedly partially, 
"an EQ setup" which sets up an equalizer, etc. 

[0050] clock mode — setting — CPU31 - a clock — a time check — based on the time data clocked in the 
section 41 , the indicative data for displaying time of day and a date is generated, it is made to display on a 
display 33, or the clock functions (correction of a clock etc.) according to actuation in which it is inputted 
from the input section 32 are performed, and a processing result is displayed on a display 33. 
[0051] a clock ~ a time check — the section 41 consists of frequency dividers which carry out dividing of 
the signal from an oscillator and this oscillator which oscillates the electrical signal of predetermined 
frequency, and acquire the signal of predetermined frequency, and clocks current time by counting the 
signal. Clocked time data, such as time of day and a date, are sent to a clock register, and an upgrade set is 
carried out one by one. 

[0052] RAM34 is equipped with the storage region which memorizes the multimedia data to reproduce and 
the associated data to display, and stores a processing program, a processing result of various processings, 
etc. concerning actuation of WAP3 besides said multimedia data and associated data. 
[0053] It has 35d of multimedia data storage fields where the multimedia data transmitted to the memory 
card 35 from memory card ID storing field 35a into which the proper data (1st discernment data) of this 
memory card ID are registered, data ID storing field 35b by which the generated data ID are registered, 
associated data storing field 35c which is the field where the associated data of the transmitted multimedia 
data is memorized, and PC2 are memorized. The multimedia data stored in 35d of this multimedia data 
storage field are memorized and managed in the data format shown in drawing 4 . Drawing 4 is drawing 
explaining a format of the music data memorized by the memory card. 

[0054] As shown in drawin g 4 , Data ID are registered into a memory card 35 following the data of a 
memory card ID and model information ~ whether the memory card 35 is initialized. Fxirthermore, ID3TAG 
data and the music data of each music are stored. ID3TAG data are associated data for every music, and the 
"start address" of music data, a "file size", "Title (music name)", "Artist (singer name)", "Album (album 
name)", "Year (year)", "Comment (comment)", "Genre (genre) etc.", etc. are set up. The music data with 
which compression coding of the music data which continue after ID3TAG data was carried out for every 
music are memorized, 

[0055] A decoder 36 is constituted from a predetermined compression coding method by the decryption 
circuit for decrypting the multimedia data by which compression coding was carried out. A music data 
decoder is constituted by the MP3 decoder, carries out frame decomposition of the coding music data at 
AAU (Audio Access Unit; audio decode imit), extracts side information, such as a frame header, and bit 
quota information, a scale factor, for every frame concerned, and reverse-quantizes it based on the scale 
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factor and bit quota infonnation which were extracted. Subband composition is carried out after that, and 
L/R separation is carried out and it outputs to D/A converter 37 as a PCM (Pulse Code Modulation) output 
signal. An image data decoder is constituted by for example, a JPEG (Joint Photographic Coding Experts 
Group) decoder and the MPEG decoder. Synchronous playback is carried out with the decoded music data, 
and the image data decrypted by the image data decoder is displayed on a display 33. 
[0056] D/A converter 37 changes the PCM output signal inputted into an analog music signal by D/A 
transform processing, and outputs it to the voice output section 38. 

[0057] The voice output section 38 is constituted by the loudspeaker built in earphone [ which is coimected 
through earphone connection connector area 3E ], headphone, or body section 3 A, and outputs the music 
signal inputted from D/A converter 37. 

[0058] The I/F section 39 is an interface for transmitting data between PCs2 through the connection 
attachment 4, is in the condition that the pin prepared in the connection attachment 4 was inserted in the pin 
insertion hole of external instrument connection connector-area 3D, transmits data and the control signal 
transmitted from the PC2 side to CPU3 1 , or transmits the data outputted from CPU3 1 to PC2 through the 
connection attachment 4, 

[0059] Cells 40 are rechargeable batteries, such as a lithium ion battery and a cell which used various kinds 
of hydrogen absorption metals, and supply a power source to each part of WAP3. 
[0060] Next, actuation is explained. Drawin g 5 is a flow chart explaining the flow of the data transfer 
between PC2 and W AP3 in an authentication system 1 , drawing 6 is a flow chart explaining the 
authentication processing in an authentication system 1 , and drawing 7 is the example of a display of the 
Maine dialog 100 displayed on the display 23 of PC2. 

[0061] Here, the program for realizing each function described by these flow charts is stored in the record 
medium 26 of PC2 with the gestalt of the program code which can be read, and CPU21 performs actuation 
according to this program code serially. Moreover, CPU21 can also perform serisdly actuation according to 
the above-mentioned program code transmitted through a transmission medium. That is, actuation peculiar 
to this operation gestalt can also be performed using the program/data by which extemal supply was carried 
out through the transmission medium besides a record medium 26. 

[0062] Suppose that PC2 and WAP3 are connected through the connection attachment 4 as first shown in 
,drawing_.L . And in the PC2 side, the application program about data transfer is read from a storage 26, it 
develops to RAM24, and activation initiation is carried out according to input directions of a user. WAP3 is 
standing by the control signal transmitted from PC2 (step Ml ; No). 

[0063] If activation initiation directions of application are inputted by the PC2 side, CPU21 will read 
various data from a storage 26 (step POl). The data read here are the memory card ID registered. Data ID, 
multimedia data (music data and associated data are included), etc. Moreover, the Maine dialog 100 is 
displayed on a display 23 (step P02). 

[0064] Each drawing shown in drawing 7 is an example of the Maine dialog 100. The WAP side data 
display coluron 102 is displayed on the PC side data display column 101 and right-hand side, and, as for the 
Maine dialog 100, the transfer carbon buttons 103a and 103b, the deletion carbon button 106, the updating 
carbon button 107, and the initialization carbon button 108 are displayed on left-hand side between them. 
Moreover, the TAG data display column 104 and character creation / selection icon 105 are displayed on the 
bottom. 

[0065] A list indication of the music data file saved and managed with PC2 is given at the PC side data 
display column 101. The music data memorized by the memory card 35 of WAP3 are indicated by list at the 
WAP side data display column 102. The transfer carbon buttons 103a and 103b are carbon buttons operated 
at the time of the data transfer from WAP3 to PC2 at the time of the data transfer from PC2 to WAP3, 
respectively, and the deletion carbon button 106, the updating carbon button 107, and the initialization 
carbon button 108 are carbon buttons operated in case delete the data of WAP3, respectively, it updates or a 
memory card is initialized. 

[0066] The detail data about the music data chosen from the ID3TAG data about the music data chosen from 
the WAP side data display column 102 or the PC side data display column 102 are displayed on the TAG 
data display column 104. Character creation / selection icon 105 is an icon for shifting to dance character 
creation / edit processing for creating or choosing the character image (pictures image) expressed by the dot 
pattern and its animation, and performs edit of a dance character, and creation and selection in dance 
character creation / edit processing. 

[0067] The file name of multimedia data is read from a storage 26, and the list is expressed in the PC side 
data display column 101 as step P02. In this phase, nothing is displayed on the WAP side data display 
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column 102. Next, CPU21 performs authentication processing (step P03). 

[0068] CPU21 imder activation of authentication processing and by the side of PC2 transmits various 
control signals to the WAP3 side, and in the WAP3 side, if the various control signals from PC2 are 
detected (step Ml ; Yes), it will write in or read data to a memory card 35 according to the contents of 
control (step M2). And data and the write-in terminate signal which were read are transmitted to the PC2 
side. A memory card ID and the read-out demand signal of Data ID and the read-out demand signal of 
associated data, a memory card initialization demand signal, or the write request signal of data to transmit is 
included in various control signals. 

[0069] Authentication processing is explained in full detail with reference to drawing 6 . PC2 stores in 
RAM24 the memory card ID which transmitted the memory card ID and the read-out demand signal of Data 
ID to the WAP3 side, and was transmitted from the WAP3 side, and Data ID. 

[0070] CPU21 compares the memory card ID which reads from the memory cards ID and WAP3 registered 
into the PC2 side read in step POl, and is secxired to RAM24. If both are in agreement (step P301; Yes), the 
data ID which read from the data ID and WAP3 registered into the PC2 side continuously read in step POl, 
and are secured to RAM24 will be compared. And if both are in agreement (step P302; Yes), it will consider 
as an authentication success (step P04;Yes of drawing 5 ). 

[0071] In an authentication success, bidirectional data transfer is made possible by the PC2 and WAP3 side. 
That is, if transfer carbon button 103b is clicked with a mouse, PC2 will transmit the read-out demand signal 
of associated data to WAP3, and WAP3 will transmit data, such as a title of ID3TAG data to the music data 
memorized by the memory card 35 according to the demand signal, a file size, and file creation time, to the 
PC2 side. PC2 displays on the WAP side data display column 102 of the Maine dialog 100 the associated 
data transmitted from WAP3, as shown in d rawing 7 (A). 

[0072] Moreover, according to the selection directions inputted from the input section 22, activation of 
various processings, such as creation of a dance character, registration, or deletion, is enabled. If transfer 
carbon button 103a is clicked with a mouse after choosing a desired file from the PC side data display 
column 101 fiirthermore (step P06; Yes), the data of the file chosen to WAP3 will be transmitted. CPU21 
generates a random number, generates Data ID, and while registering with the self record medium 26, it 
transmits to the WAP3 side and it is made to write them in a memory card 35 with the multimedia data to 
transmit, in case data are transmitted. 

[0073] In the WAP3 side, transfer data (multimedia data and data ID) are written in a memory card 35 
according to the data write request signal transmitted from PC2. 

[0074] When the memory card ID by the side of PC2 and WAP3 is not in agreement in authentication 
processing (for example, when different WAP3 from the case where it connects with PC2 where the new 
memory card 35 is inserted in WAP3, or last time is connected to PC2), as shown in (step P301;No of 
drawing 6 ), and drawin g 7 (B), the "memory card ID is different in the Maine dialog 100. Warning message 
109a initialize a memory card" is displayed. The carbon button which chooses as coincidence whether it 
initializes or not like "YES", "NO", and "CANCEL" is displayed. 

[0075] If "YES" is chosen here (step P303; Yes), since CPU21 initializes the memory card 35 of WAP3, it 
will transmit a memory card initialization demand signal to the WAP3 side. In WAP3, reception of a 
memory card initialization demand signal initializes a memory card 35. In the PC2 side, updating 
registration of the new memory card ID is carried out (step P304), and authentication processing is ended. 
[0076] When "NO" is chosen in step P303 of drawing 6 and it does not initialize a memory card 35, 
moreover, the (step P303; NO), The ** which makes data transfer from WAP3 improper, and does not 
display the contents of storage of a memory card 35 on the WAP side data display column 102 of a display 
23 (refer to chawingJZ (B)), The file name of the multimedia data memorized by the PC2 side data display 
column 101 at the storage 26 by the side of PC2 is indicated by list, and authentication processing is ended 
(step P04;No of drawing 5. -> step P07). 

[0077] In the autiientication processing shown in drawing 6 , although a memory card ID is in agreement, 
when Data ID are not in agreement (for example, when this application is installed in two or more PC2, the 
same memory card ID is registered into each PC2 and data are transmitted to two or more WAP3 with each 
PC2) (step P301;Yes-> step P302;No), the data ID published with each PC2 differ. In such a case, when the 
data transfer from the WAP3 side is accepted, the data of two or more PC2 can be moved now through 
WAP3, and an unjust copy will be allowed, therefore, the time of connecting with other PCs2 ~ an 
authentication result ~ suppose that it is unsuccessful. 

[0078] And as shown in dr awing 7 (C), the "data ID are different in the Maine dialog 100. The transfer to a 
memory card from PC is overwritten. The transfer to PC of memory card data cannot be performed. The 
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warning message 109b " is displayed. And only one direction data transfer from the PC2 side to the WAP3 
side is made possible. A transfer of ID3TAG data etc. is made improper from the memory card 35 of WAP3, 
and the contents of storage of a memory card 35 are not displayed on the WAP side data display column 
102. In case data are transmitted to WAP3 from PC2, while CPU21 generates a random number, generates 
Data ID and registers them into a record medium 26, a memory card 35 is made to memorize it with the data 
transmitted and transmitted to the WAP3 side, and it ends authentication processing. 
[0079] As explained above, PC2 acquires the memory card ID of memory card 35 proper prepared in 
WAP3, and the authentication system 1 of the gestah of this operation registers it into a storage 26, when 
PC2 and WAP3 are connected and it transmits muhimedia data. Moreover, the data ID which identify the 
data to transmit at the time of data transfer are pubhshed with a random number, and it memorizes with said 
memory card ED and associated data. WAP3 saves Data ID and associated data which were pubhshed with 
the transmitted multimedia data. 

[0080] If WAP3 is again connected to PC2, in the PC2 side, a memory card ID will be attested first and, 
subsequently Data ID will be attested. And according to an authentication result, a data transfer function is 
restricted or execution control of the other processings is carried out. 

[0081] That is, when both the memory card ID and the data ID are in agreement, bidirectional data transfer 
between PC2 and WAP3 is made possible as an authentication success. For example, PC2 reads the detail of 
the associated data memorized by the memory card 35 from the WAP3 side, and displays it on the WAP 
side data display column 102 of the Maine dialog 100 (refer to drawing 7 (A)). 

[0082] Moreover, when a memory card ID becomes inharmonious, it is recognized as that in which the new 
memory card 35 was inserted, and warning message 109a is displayed on a display 23 (refer to drawing 7 
(B)), And only when a memory card 35 is initialized according to input directions and the new memory card 
ID is registered into the PC2 side, the data transfer to WAP3 is made possible. 

[0083] Moreover, a memory card ID is in agreement, although the data transfer from PC2 is possible when 
Data ID are an inequality, data transfer from WAP3 shall be made improper, and the detailed information of 
the data memorized by the memory card shall not be displayed on the WAP side data display column 102 of 
PC2 (refer to dr awin g 7 R> 7 (C)). When performing data transfer from PC2, the data of WAP3 are 
overwritten. 

[0084] Therefore, the discernment data (memory card ID) of a proper are registered into the storage 
(memory card 35) formed in the terminal (WAP3) of the data transfer point when connecting terminals at 
the source terminal 2 side. Authentication processing is performed using the discernment data (data ID) 
which are published at the time of data transfer and shared between each terminal, and said memory card ID. 
A data transfer function can be restricted according to the result, and while improving the dependability of 
authentication, migration (illegal copy) of the data between two or more terminals can be prevented. It is 
effective when using it especially, installing the same application in two or more PC2. Namely, although 
multimedia data are movable between two or more PC2 through WAP3 if it unites altogether the memory 
card ID registered into each PC2 in attesting a memory card ID Since an authentication unsuccessful next 
door data transfer function is restricted when the data ED published with each PC2 connect with PC2 besides 
a difference, respectively according to the authentication system 1 of this invention, migration of data 
becomes impossible and an illegal copy can be prevented. 

[0085] In addition, although the source terminal of an authentication system 1 was set to PC2 and the 
destination terminal was set to WAP3 with the gestalt of above-mentioned operation, it is not limited to this 
and can apply also to the data transfer between WAP- WAP, the data transfer between WAP-cellular phones 
(with a music regenerative function), and the data transfer between Personal Digital Assistant- WAP. 
[0086] Moreover, without being limited to this, although considered as the configuration which has 
multimedia data in a storage 26 beforehand, PC2 downloads multimedia data from a server (contents 
distribution terminal) through networks, such as the Internet, by control of the I/F section 27, for example, 
and you may make it store them into storage 25. 

[0087] Moreover, although Data ID are made into the number expressed by the random numbers of 16 
figures, they are not limited to this, and you may make it add a limit to the digit count and the generated 
random number of Data ID according to a format of data, or its availability with the gestalt of above- 
mentioned operation. 

[0088] Furthermore, although MP3 data were illustrated as multimedia data, it is not limited to this and two 
or more coding methods may often also as what has adopted AAC (Advanced Audio Coding), ATRAC 
(Adaptive TRansform Acoustic Coding), etc. be combined. 

[0089] Moreover, it can change suitably in the range which does not deviate from the meaning of this 
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invention about the contents of a display of a warning message, the contents of a limit of data transfer, etc. 

according to an authentication result. 

[0090] 

[Effect of the Invention] According to invention claims 1 and 6 and given in nine, two discernment data are 
sharable by the destination terminal and the source terminal at the time of data transfer, and since 
authentication processing can be performed based on these two discernment data, the dependability of 
authentication improves. Moreover, in [ authentication ] not succeeding, since processing according to an 
authentication result is performed, execution control of restricting data transfer to an one direction etc. can 
be carried out so that the unjust copy between terminals may be prevented. 

[0091] Accordmg to invention according to claim 2, since a prohibition processing means processes 
prohibition of the data transfer of the transfer data from said source terminal to said destination terminal, or 
prohibition of a display with said destination terminal of the associated data relevant to this transfer data 
according to the authentication result in said authentication means, it can eliminate the illegal copy and 
unjust use of data. 

[0092] according to invention according to claim 3, in an authentication system according to claim 1, said 
2nd storage is a memory card with which said destination terminal is equipped, and give the 1st discernment 
data of said proper to said memory card ~ since it is ****** discernment data, the dependabiUty of 
authentication can be improved that it is hard to change the 1 st discernment data used for authentication 
intentionally. <BR> [0093] According to invention according to claim 4 or 7, the illegal copy about the data 
of the combination of music data, image data, or these data can be prevented, and the copyright generated to 
the above-mentioned data can be protected. 

[0094] According to invention according to claim 5 or 8, since discernment data overlap at two or more 
terminals since the 2nd discernment data is published with a random number, or it is hard to change 
discernment data by the user intentionally, the dependability of authentication can be improved. 
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YES NO CANCEL 



-^1093 




7 -♦iD«^^-aoig* 




-^v^102 



-v^OO 



lOV 



104- 



103a 



103b 



0^4^ 1 



2eS: 




IPRgg MEUflRVI 



gift I 



? - X 



rtif*-K 7 O PC A^flOliSfeii 



I ROCK 



'109b 




105 



-102 



^100 



[Translation done.] 
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